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Diversification and Countermeasures against
Terrorism in China

Kwak DukHwan (Hannam University)

While a traditional factor of terrorism in China can be separatism, the unfair
distribution accumulated by the recent economic growth has emerged as another
factor of terrorism and conflict.

Communication between ethnic minorities and anti—corruption agencies 1is
suggested as a solution to this problem. Additionally, china should revise the newly
enacted terror-related laws and train people to raise their terror—fighting capabilities.

Chinese interests and its security have been threatened by the spread of terrorism
occurred around the world. China emphasizes international cooperation based on the
close cooperation between the United Nations and regional organizations. In
particular, suppressing extreme terrorist groups in the Middle East for the successful
progress of “Belt and Road Initiative” business implementation has become an
essential task.

Although terrorism is the means of struggle of those minorities and their
fundamental motivation is diverse, without addressing this problem, it is not possible

to achieve more peaceful world.

Key Words: terrorism, separatism, security, distribution

T 1 2016.10.20. AARY 1 2016.11.20. A=A 1 2016.12.10.
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Characteristics and Its Implication of the US
Cyber Security Governance System

Wan Joo, Jeon (Institute for National Security Strategy)

In the US cyber security governance system, White House is in charge of
controlling national cyber security. In December of 2009, president appointed Cyber
security Coordinator and also established Office of Cyber Security and Information
Assurance to lead national cyber security policy. In May of 2010, Department of
Defence established US Cyber Command which is to protect and manage military
network, while Department of Homeland Security’s National Cyber Security and
Communications Integration Center are in charge of cyber security in the private
sector.

Functions of government institutions which deal with cyber security are introduced
by Homeland Security Act. It has unusual structure that a head of NSA with a
mission of collecting signal intelligence is also the head of US Cyber Command.
Although DHS should bear all the responsibility to operate national network, US
Cyber Command keeps its own organization separated from DHS to control security
of national network.

As a head of the US Cyber Command holds his position as a head of NSA
concurrently, he can use signal intelligence, imagery intelligence and international
state of affairs intelligence to take care of national cyber security issues.

In Korea, cyber security governance system under the control of Blue House is made
up of Ministry of Science, ICT and Future Planning for the private sector and Ministry

of National Defense for the defence sector. National Intelligence Service is in charge
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of directing working-level of cyber security.

As frequent accidents of leaking information about nuclear facility have occurred
recently, there is a growing concerns that national cyber security governance system
has to be modified and improved.

In this situation, now we need to examine organizations’ functions and roles of US
national cyber security governance system, expecially, Office of Cyber Security and
Information Assurance of the White house, US Cyber Command of Department of
Defense and National Cybersecurity and Communications Integration Center of DHS.
It is important that we take lessons from the US case to improve the Korean cyber

security governance system.

Key Words: Office of Cyber Security and Information Assurance, US Cyber Command,
NCCIC, NSA, National cyber security governance system, Cyber terrorism,
DDoS
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A Study on China’s Cyber Security
Legislation and Policy:
Implications of China’s New Cyber Security
Law and Our Responses

Youn Bonghan (Institute for National Security Strategy)

China set off new ‘Cyber Security Law on November 7, 2016. The main
characteristic of this law is setting up the concept of network sovereignty(wangluo
zhuquan) in cyberspace as well as establishing regulatory institutions and
mechanisms to strengthen governance on IT company and individual users in China.
With adoption of ‘New National Security Law 2015 and ‘Anti-Cyber Terrorism Law
2015, China’s legal system for the regulation of cyber security policy has well
equipped.

China’s main cyber security concerns are based on the Small Leading Group for
Internet Security and Informatisation being chaired by the President Xi Jinping. It's
Cyber Security policy, backed up by the Xi's conception of General National Security,
controls the national sovereignty, national security and public interests in cyber
space, as well as is enforcing control over the networks in China. Xi leads the unit
with taking unprecedented priority to both internet security and information
management. China will stick to improving the security of the domestic internet
infrastructure and promote an alternative attitude to create another global internet
governance.

Conclusively, without any Anti—-Cyber Terrorism Act and dominant Cyber Control

Governance, Korea definitely need to bring laws and social bodies protecting its
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critical information infrastructure and network security for its national and public
safety. It also need to strengthen the governmental and classified information
security systems, which are often attractive targets for North Korea's cyber
operation. Finally, it should positively take part in global cyber security communities

and develop a cooperative relations with them.

Key Words: cyber security, cyber sovereignty, information infrastructure, cyber policy,
cyber monitering

Ty 1 2016.10.20. AAFA 1 2016.11.20. AL ¢ 2016.12.10.
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The Perception of the new security on disaster
management, and legal recognition

Chang Joo Lee (Sungkyunkwan University)

The definition of former national security has been limited to military sector
dealing with external aggression. However, end of Cold War has lead its ideological
notion to extend from military conflict to comprehensive security including fields in
diplomacy, economy, environment and even coping with disaster management.

Combined with progression of information technology and development of
transportation, recent ‘Smart society’ has pushed the boundaries between nations
resulting in reestablishment of the term of the security.

‘Disaster management’ used to be regarded as mainly coping with natural disaster
ruling out domestic affairs and public welfare. However, with the outbreak of
man-made catastrophes, social disasters, hybrid and international disasters, its new
trend has affected the recognition on its original term of national security containing
terrorism and cyber security.

Korea has well adopted the advanced approach on broadened security by legalizing
and institutionalizing supporting systems represented by establishment of ‘“The Ministry
of Public Safety and Security’. However, it has recently faced wide criticism over
coping with Gyeongju earthquake, typhoons and etc. The improvement of response

systems with updated legislation is necessary to manage the new security disasters.

Key Words: national security, disaster, disaster management, man-made catastrophe,
social disaster, hybrid disaster, international disaster, terrorism
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Analysis of national security issues change
based on online news

YoungWhan Lee (Konkuk University)

Chanwoo Kim (Yeungnam University)

In this study, we extracted key stakeholders and behaviors using the object
recognition technique for newspaper articles on national security and conducted
network analysis. First, we extracted named entity from newspaper articles
containing national security from 2013 to October 2016, and then examined the
difference in named entity by period. We analyzed the structure and contents of
major issues through network analysis by named entity. Finally, we examined the
difference in the distribution of named entity over time by time series analysis. As
a result, domestic security issues are focused on traditional military security, and it
has been confirmed that the Korea and US alliance is to be strengthened to secure
security. Through this, it was confirmed that network analysis based on named

entity recognition technique is useful for national security issue analysis.

Key Words: National Security, Network Analysis, Named Entity Recognition,
Text Mining
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A, A Aol e Ayt wejol A oA A S HEsty] ffdl &8d A
ot} gk tix|, vith 7] Ao HAHE HRE A= M2 5] F
ol WAL AA Y 7Hke el Ak Aol 1ol ALgeke S 5
7t S7¥skaL, 914 71Ed AA 7lso] AL A TS dHolE o] &y}
Aol B} golaf el el 91748 o]l vz =8 F7Fe} of ] ol A 7t
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Atmospheric Temperature and Humidity Sounders ez ¥ & 54 2|
Cloud Profile and Rain Radars T& 37 ¥ Z<2 yolH
Earth Radiation Budget Radiometers X7 SAE 53 2io|2o]EH
High Resolution Optical Imagers DEsls Zetda
Hyperspectral Imagers TEE g9y

CHE 22 94 2io|20lg
Imaging Multi-Spectral Radiometers (Passive MW) ~= ojo|z290|8
Imaging MW Radars ofo|3290l2 A 2ol
Lidars 2to|ct
Lightning Instruments o 2E T
Multiple Direction/Polarization Instruments CtEa 2/ Ha &%
Radar Altimeters ol DA
Scatterometer A
SAR(Synthetic Aperture Radar, STl el olH

X2 AT 74N LS oI5 IEHT, 2012, ZHeM e
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(lidars), *#3&(polarimetric) AlA & M2 574 7lsS o83 Fujolth. o]

rot
&
kg
=
o,
2
fu)
ok

(Earth System processes) & 7-3F= Zol AL Ao|th 23k X A]~H L
A2 & 3Hwater cycle), ¥4 =% carbon cycle), ¥ #(cryosphere), 2
AAL 715 st A 53 olelzde] g, alg-H(sea level) 45 5ol ATk
58 vlola=y gAA 2 SAR HAA Aadd o 2.

(1) =58 olo|z =20} EMYA 7§ s g

ATMS(Advanced Technology Microwave Sounder, IZL%=3} wlo]3Z 2 ¢jjo] B
H571)+= NGESel| 9Jste] 7hdkE o5 48 AMSU-A1/A29F AMSU-B/MHS
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2) MMIC, Monolithic Microwave Integrated Circuit, 259 42 (GaAs) 59 1% - 1A%
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adel 4% PR G498 44 9=
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A Feasible Acquisition Method of the
Next Generation Earth Observation Satellite
Payload Systems for Dealing with Global
Climate Change.

Jong Won Eun (Namseoul University)

Space industry is a future core technology which is emerging as the most
competitive industry in the 21st century. However, it is said that private enterprises
may have some limitations to running the space business independently because the
space industry requires not only to spend enormous amount of investments at the
beginning stage of business but also have difficulties to get the correct amount of
investments in a short period of time. These days, satellite core technologies are
being developed as a way to provide various information by considering
simultaneously sending, wide area covering, highly precide, and anti—disaster
technologies. Also, space technologies are being convergently developed in the
different technological fields such as information and communication, global
positioning, and image. The Earth observational information service based on the
space technologies has some characteristics to be connected with the fields of space
development. Several advanced countries are achieving the next generation earth
observation satellite technologies through their space development programs. Such a
trend and change of satellite technologies, Korean government has realized the
necessity for the domestic independent development of next generation of earth
observation satellites, and are preparing the profound items such as detailed

implementation plans. This paper is to provide a feasible acquisition method of the
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next generation Earth observation satellite payload which should be developed in
Korea in order to provide accurate information related to global climate change as
well as to contribute to the enhancement of the Korean people’s happiness index,

welfare, and safety.

Key Words: Next Generation Earth Observation Satellite Payload, Future Core
Technology, Domestic Independent Technology, Global Climate Change
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